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Spanning Tree Protocol Simulation Based on Software
Defined Network Using Mininet Emulator

Indrarini Dyah Irawati and Mohammad Nuruzzamanirridha

Telkom Applied Science School, Telkom University, Bandung, Indonesia
indrarinidtelkomuniversity.ac.id, mohammadnuruzégmail.com

Abstract. Software Defined Networking (SDN) & a new networking paradigm
[1] that separates the control and forwarding planes n a network. This mugration
of control, formerdy tightly bound in individual network devices, mto accesshle
computing devices cmables the underlying infrastructure to be abstracted for
applications and network services, which can treat the network as a logical or
switch [2]. In this rescarch, simulation of Spanning Tree Protocol (STP) based
SDN using mininet emulator. SDN is performed by OpenvSwitch (OVS) as a
forwarding function, Ryu as OpenFlow Controller, and Mininet that installed on
Raspberry-Fi. Then see the effect of the use of STP at Ryu Controller on network
performance. The results of this research show that the simulation of SDN with
OVS and Ryu controller can successfully runs STP function and STP oa Ryu
controller prevents broadcast torm.

Keywords: Spamning Tree Protocol, Software Defined Network, OpenFlow,
OpenvSwitch, Ryu Controller, Raspbemry-Pi.

1 Introduction

Nowadays, the development of computer network technology is growing rapidly. The
growth will affect the increase of data waffic in the network. The raditional network
cannol support these requirements. To solve this problem, the new network architecture
method called Software Defined Network proposed. SDN is a new networking
paradsgm [1) that separates the control and forwarding planes in a network. The network
can be dynamscally managed depending on networking policies [3).

Mininet is a standard Linux computer network emulator that can create virtual
topologies such as virtual hosts, switches, controllers, and link and support the
OpenFlow protocol that can be used for computer networks based SDN simulation.
Mininet is suitable for the purposes of research, development, learning, prototyping,
testing, debugging. and some other functions just by using PC or laptop without any
additional devices.

In this study, used mininet emulator 1o simulate a netwoek topology SDN. SDN
network consists of the forwarding plane in the form of OVS and control plane in
form of Ryu Controller. Ryu Controller functions is as STP.

© Springes-Verlag Berlin Heidelberg 2015
K. Batan ot al (Eds.): ICSIIT 2015, CCIS 516, pp. 395403, 2015,
DOL 10.1007875-3.662-36742-5_36
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Theory

OpenFlow

OpenFlow protocol provides standards for routing and delivery of packets on a
switch. In the conventional network architecture, switch only works through packet
forwarding to the appropriate port without being able to distinguish the type of
protocol data transmitted. OpenFlow can perform the function of flow forwarding
based network layer and manage centrally packet flow from layer 2 to layer 7 (flow
granularity), so that the flow of packets in the network can be set up and configured
independently. This can be done by making the algorithm and its forwarding rules in
the controller which distnbuted to the switches on the network. OpenFlow
architecture is shown in figure | that consists of OpenFlow Controller and
OpenFlow Switch. OpenFlow Controller functions are controlled the path and
managed OpenFlow switch. The example of OpenFlow controller are NOX, POX,
Floodlight, Opendaylight and Ryu. OpenFlow switch as forwarding plane can
implement by using hardware OpenFlow switch, Ethernet card that support FPGA,
Mininet OpenFlow Switch Emulator and OpenFlow S/W based (example :
OpenvSwitch that installed on Linux OS).

Externally Controlled Switch

Openflow

Controller
OpenFlow Switch
Fig. 1. OpenFlow architecture (Source: bradhedlund.com) [4]

Ryu Controller [5]

Ryu is a component-hased software defined networking framework that shown in figuse 2.
Ryu provides software components with well defined Application Programming Interface
(API) that make it easy for developers o create new network management and control
applications. Ryu supports various protocols for managing network devices, such as
OpenFlow, Netconf, OF-config, etc. About OpenFlow, Ryu suppoets fully 1.0, 1.2, L3,

L4

All of the code is freely available under the Apache 2.0 license.
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Fig. 2. Ryu SDN framewark 6]

13 Spanning Tree Protocol (STP)

Spanning Tree Protocol is layer 2 protocol that defined by IEEE 802.1D standard.
Spanning-Tree Protocol is a link management protocol that provides path redundancy
while preventing undesirable loops in the network [7.8]. STP provides backup links
between bridges and switches. The need for STP is based due to a broadcast storm.
The broadcast storm caused a broadcast frame circling endlessly in the network due 1o
the destination address in an unknown network. STP ensures only one path exists
between anyiwo stations.

3 Simulation Design

31 Network Design

In this research, using Raspberry Pi model B as a device that can be used &
controller. Raspberry pi model B has specification with 512 MB of RAM, two USB
port and 100 Mbps Ethernet port [9]. Design of network topology on this simulation is
using mininet that installed on Raspberry Pi. The simulation is remote by secure
socket shell (SSH) protocol on personal computer (PC).

The network simulation consists of 3 pieces of switchs are connected in mesh
topology. Each switch is connected with a host. Network design is shown in figure 3.

32 SDN Controller

The SDN controller in this simulation uses Ryu controller software that installed in
the raspberry pi with the Debian Wheezy version 3.12 Linux operating system. Ryu
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controller acts handle Spanning Tree Protocol (STP) on the network. Ryu SDN
framework is programed with python programming language.

4  Result

There are two scenarios to evaluate the performance of Ryu controller. The first
scenanio is without using STP configuration on Ryu Controller and the second
scenano is using the STP configuration.

To check the connection on the network is performed Packet Internet Grouper
(PING) test from host 2 with IP Address 10.0.0.2/8 to host | with IP Address IP
10.0.0.2/8. PING operates by sending Internet Coatrol Message Protocol (ICMP)
echo request packets to the target host and waiting for an ICMP response. The ping
message is used to reach the end-host.

4.1  SDN without STP Configuration

Based on the first scenanio test, SDN without using the STP configuration, then the
results are as follows:

- Broadcast storm occurs on the network that caused the ICMP packet is sent from
the host with IP address 10.0.0.2 2 to host | with the IP address 10.0.0.1 is not sent
(the status of host unreachable) as shown on figure 4. The figure is captured from
host 2. The ICMP packet is cycling on the network.
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Fig. 4. Ping message from host 2 to host 1

ARP function sends ARP request to obtain the physical address that corresponds to

(ARP) Request seen repeatedly without ARP Reply as shown on figure 5. The send
the specified destination [P Address (10.0.0.1).

- Results tepdump on Switch 2 - ethl, there is only Address Resolution Protocol
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Fig. 5. tcpdumpon S2-cth]

-The network configuration is consisting of three switch (Switch I, Switch2,
Switch3), and three network segment (Switch 1, Switch2, Switch3). While Host 2 (IP
address 10.0.0.2) wansmits data to Host | (IP Address 10.0.0.1) then the traffic
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- is broadcast from Switch 2 over 1o Segment | and it fails, then Switch 2 also
broadcast traffic over segment 3. These switches would further create a flood. Hence,
all switches keep sending and resending the traffic, eventually resulting in a flood
loop or broadcast loop. Finally the network melts down, causing failure in all
network links, which is referred to as a broadcast storm.

- Capture using wireshark as shown figure 6, only ARP Request seen repeatedly
with information ‘Who has 10.0.0.1 ? Tell 10.0.0.2, without an ARP Reply. That
means the switch cannot find the destination address on the network.

Tell 10,0,0,2
42 who has 10.0.0.17 Tell 10.0.0.2
42who has 10.0,0,17 Tell 10.0.0.2
42 who hes 10,0,0.17 Tell 10.0,0,2
42 who has 10,0,0,17 Tell 10,0,0,2
42 who hes 10,0,0,17 Tell 10,0,0,2
42who hes 10,0.0,17 Tell 10,0,0,2
42 who has 10,0,0,17 Tell 10.0,0.2
4z who has 10,0,0,17 Tell 10,0.0.2
42who has 10,0,0,17 Tell 10.0.0,2
42 who has 10,0,0.17 Tell 10,0.0,2

EERERREREREL

Fig. 6. Capture result from Wireshark

4.2  SDN with STP Configuration

-STP can be run by selecting the switch port state. When STP is enabling, the

switch port starts from BLOCK state, and later changes 1o LISTEN state and
LEARN state. BLOCK state is condition that the port does not participate in frame
forwarding and discards frame received from the attached network segment.
During the LISTEN state the port discards frames received from the attached
network segment and it also discards frames switched from another port for
forwarding. In the LEARN state | the port begin to process frame and starts update
MAC Address table. FORWARD state is normal state that frame passed through
the port. The port state can seen on the SDN controller as shown on figure 7.
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] dp 1d=0000000000000003: [port=3] BESIGNATED PORT / BOCK
d=0000000000000003; Non root bridge,

dpids0000000000000003: [portsl] BESILNATED_PRT 7 LISTEN
dp1d=0000000000000003: [port=2] NON_IESIGNATED_FPORT / LISTEN
d01d=0000000000000003; [port=3] ROOT_PORT / LISTEN
dp 1d=0000000000000001 : {port=1] BESIRATED _PORT / LERRN
dp1d=0000000000000001: [port=2] BESIGNATED_PORT / LERRN
do1de0000000000000001: {porte3] BESIGNATED PIRT / LERRN
dp1d=0000000000000002;: {port=1] BESIGNATED_PORT / LERRN
32 1d=0000000000000002: [port=2] ROOT_PORT / LERRN
dp 1d=0000000000000002:  {port=3] BESICNATED / LEFRN
dp1d=0000000000000003; [port=1] BESIGNATED_PORT / LERRN
de §e0000000000000003: {ports2] NON_LESIGNATED FORT / LERRN
dp1d=0000000000000003; {port=3 / LERRN

| do1d=0000000000000001: [port=1] BESIGNATED_PORT / FORMRRD
dp1d=0000000000000001: {port=2] BESICNATED_PORT / FORNGRD
dp1d=0000000000000001; [port=3] BESIGMATED_PORT / FORMRRD
dp1d=0000000000000002: [port=l] BESIGNRTED PORT / FORNGRD
dp1d=0000000000000002; [part=2 _PORT / FORMRRD
doid=0000000000000002: [port=3] BESIGNATED_PIRT / FURMRRD
dp1d=0000000000000003; [port=1] BESIGNATED_PORT / FORNGRD
@0 1d=0000000000000003;  {port=2] NON_IESIGNATED_FORT / RLOCK

| do1d=0000000000000003: [port=3 / FORNARD

{

Fig. 7. Running STP on Ryu Controlier

- The results of the ping message from host 2 IP address 10.0.0.2/8 to host | with the
IP address 10.0.0.1/8 shown on figure 8. There is ICMP reply from host 2. The
network still connected.

rootiraspbarrypt :/hose/p1é ping ~cd 10,0,0.1

PING ,0,0,1) 55(84 of data,

0,0,0.1: low tL1=64 time=3E6 ma

0,0,0,1: 1o reg2 ttl=64 time=1.58 as
0,0,1; 1omp_reg=3 ttl=64 time=0.290 s
0,0,1: 1o _recs4 tt1=64 tine=0,200 ns

we= 10,0.0.1 ping statistics ===

4 packets transmitted, 4 recelved, O packet loss. time 3000ns
rtl sin/avg/mex/mdev » 0,280/92,156/366,474/158. 378 ns
root@raspbarrupt :/howe/p1o §

Fig. & Ping message from host 2 to host |

- ARP Reguest and ARP Reply process is happened on Ryu Controller as shown on
Figure 9. Ryu coatroller can handle the connection on the network and runs STP
function. Capture from wireshark is shown on figure 10.
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[STPILIND] cpige0000000000000001 2 [ports3] JESIGNATERAORT /7 LEWN
STPILIND] cp1d=0000000000000002: [port=1] JESICNATED PORT / LEWN
STPJLINFD} cp1d=0000000000000002: {part=2] ROOT_PORT / LEAN
STPILINFD] cp1d=0000000000000002; [part=3] BESICMATED_PORT / LEWN
SIPILINFO] pid=0000000000000003: [part=1 ICNATER_PORT / LEN
STPILINFO] dpide00000000C0000003: [porta2] NON_TESIGNRTEDPORT / LERRN
STPI[IND] dpid=0000000000000003: [port=3] ROOT_PORT / LEARN
(STPJLINFD] cp1d=0000000000000001: [port=1] BESICNATED_PORT / FORWRD
STPILINFD] cpid=0000000000000001: [port=2] BESIGNMATED_PORT / FORWRD
[STPILIND] apid=0000000000000001: [port=3] JESIGMATEDPORT  / FORWHD
(STPILINFD] dpide0000000000000002: [portel] JESIGNATED PORT / FORWED
STPILINFD ] cp1d=0000000000000002: (port=2] RODT PORT / FORNERD
(STPILINFD] cpid=0000000000000002: [port=3] JESICNATED_PORT / FORWRD
[STPILINFD] cpid=0000000000000003; [part=1] BESIGMITED_PORT / FORNED
[STPILINFO] dpidh=0000000000000003: [port=2] NOM_TESIGMRTED_PORT / RLOCX
[STPIINFD] pid=0000000000000003: [port=3] RODT PORT / FORWED
packet tn 2 217390208 19dFS FRIFFLFFafiaffeff 1

packet tn 1 c2:73:%a:a8 19489 FELFFrFFafesfier 2

packet in 1 Baderal:OciSd:d7 c2:73:%08 194189 1

packet in 3 c2:73:9000F 1900FT FEIFFIFFIFFIFFIFF 3

packet. in 2 BaldelaZ:Ocidid7 c2:73:9a2eF 13d:F9 2

packet tn 2 c2:73:9a:0F 19d:F9 Baideral:OciBdid7 1

iduz in 1 c2:73;9a;0F 19479 Barderal;Oc1dd;47 2

-

Fig. 9. ARP Reguestand ARP Repivon Ryu Controller

P —
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P multicant 532 Covd, Moot = XOVER/OVO0:0d:07:20: 00 : 0
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A2 LLEP Multizass NE D (end. Rast s J0MROUSESISoh IR, Cant o

Fig. 10. Capture result from Wireshark

5 Conclusion

In this paper, the simulation of SDN with OpenFlow Switch and Ryu controller can
successfully runs STP function. Ryu controller can perform STP function. STP stops
flooding and prevents broadcast storm on the network. For future works, we will
deploy the proposed SDN functionalities as STP controller using OpenFlow-based
S/W switch to compare the result from mininet emulator.
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